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Personal Safety online

PERSONAL
INFORMATION

" What's your . Where are Where do
name? . youfrom? you live?

" Howoldare i Whatdo
you? you do?



Personal Safety online

Keep your privacy settings as high as possible
Don’t post any personal information online —
Protect your passwords

Think carefully about what you post

Don’t befriend people you don’t know

If you see something online that makes you feel
uncomfortable, unsafe or worried: leave the website,
turn off your computer if you want to and tell a trusted

adult immediately.



Passwords




Passwords

Use letters and numbers and other characters
Use at least 8 characters

Don't use personal information

Mix capital and lower case letters

Jse a sentence or song lyric

Use the first letters of words in a sentence

Use another language

Change it regularly '“'



Before you...

THINK!
T -ls it true?

H - s it hurtful?
I-isit lleaal ?

N - s it necessary?
K -ls it kind?




There were over 25,700 Childline
counselling sessions with children about
cyber bullying last year.




Cyberbullying — what to do

* Don’t respond
* Keep the evidence

* Report it —to an adult and to the service
provider




Before you share....think

 Have | got permission?

* |f you’'ve taken a picture or video of your
friends or family have you got their
permission to post it online?
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Before you share...think

* Would | put it on a noticeboard?

* Would you be happy for the picture to be
put on a noticeboard so anyone — including
your granny, dad or your teacher — could
see it?.
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Before you share...think

* Who am | sharing with?

* Are you sending it to a friend, someone you
met online or posting it for everyone to
see?

* Anyone could copy, edit or share your

picture with anyone else.



Before you share...think

* |s it legal?

* Taking and sharing naked, partially naked or
sexual pictures or videos of people is illegal,
even if you’re taking them of yourself.
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“Sexting” — now called...

* Youth Produced Sexual Imagery
 Aimed at Under 18s

* sharing pictures and videos that you or
another young person have created

* Applies to photos and videos
* illegal
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Before you share...think

* How does it reflect on me?

* Photos and videos are a great way of
sharing what you’re up to with your friends

* |f you're not sure they paint a positive
picture of you (or your friends!) then think

twice before posting.



Digital Footprint




Your future

* Many employers do regular searches of
potential employees

* Some might look for evidence of
inappropriate language, bullying
behaviour, racism, sexism, photos &
harassment of others.

* Schools, colleges and universities do it too
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